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No need to change your whole infrastructure

Just add the Quantum Layer

ID Quantique - Thales - Quantum Safe Encryption Brochure

Quantum computers will have the power to change the cybersecurity landscape, rendering 
today’s encryption standards useless.

How will quantum affect today’s cryptography?

Today’s public key cryptography is based on factorization 
for RSA algorithms, or discrete log problems with DSA, 
Diffie-Hellman, and Elliptic-Curve Cryptography (ECC). 
Although these hard problems are sufficient today, as 
soon as a hacker has access to a quantum computer they 
will be able to weaken these algorithms. 

As a result, everything we rely on today to secure our 
connections and transactions will be threatened, 
compromising keys, certificates and data. 

What actions can be taken now?

The question is not IF, but WHEN. The quantum age is 
coming soon and each organization must assess it's own 
risks, whether long term or at risk under early attacks.

Starting today to assess your crypto agility maturity 
and readiness and to design a quantum safe 
architecture is a necessity.

Building a Future-Proof Quantum 
Strategy 

Preparing for tomorrow's quantum era



How does Quantum Key Distribution improve traditional cryptography implementations?

A security solution is only as secure as its weakest link and in network encryption, the current weakest link 
with respect to the quantum computer threat is the secret key distribution based on public key 
cryptography. As its name says, Quantum Key Distribution is used to distribute encryption keys, that 
incorporate security based on quantum physics and is thus guaranteed for the long-term. It works by 
sending photons, which are “quantum particles” of light, across an optical link.

The principles of quantum physics stipulate that observation of a quantum state causes perturbation. Any 
attempt by an eavesdropper to observe the transmitted photons will indeed perturb the transmission. This 
will lead to transmission errors, which can be detected by the legitimate users. 

Quantum Key Distribution (QKD) provides quantum-safe key exchange. 
Combined with Thales' encryptions solutions, it ensures the highest level of security
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Without quantum-resistant encryption, everything that 
has been transmitted, or will ever be transmitted over 

a network, will be vulnerable to eavesdropping and 
public disclosure

—ETSI White Paper No. 8  Quantum Safe Cryptography and Security 

Adding a QKD layer to your most sensitive links ensures a quick 
start towards quantum-safe security.


